
Opening
GDPR enforcement is compounding, not slowing. Regulators have issued more

than €7 billion in fines since 2018, and the pace is accelerating: 2,685 recorded

fines as of March 2026, up 440 from the year prior. The European Data Protection

Board now coordinates enforcement across member states, so a single violation

can draw parallel fines from multiple regulators rather than one. A finding that

once cost €2 million from a single DPA can now reach €15–25 million once other

jurisdictions join.

The regulatory ground beneath GDPR is also shifting on two fronts. The EU AI Act's

high-risk system obligations were slated for August 2026. They've since been pushed

back, potentially to December 2027, though the underlying obligations for any

organization using AI to process personal data remain in place regardless of the date.

At the same time, GDPR itself is being amended for the first time since it took effect,

through the Digital Omnibus proposal currently before Parliament.
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Privacy programs built around annual audits and static inventories were not designed

for this pace of change. What they require now is continuous, defensible visibility into

personal data, wherever it lives.

Why the Old Playbook Stopped Working
For most of GDPR's history, compliance rested on three pillars: a data inventory built

from asking department heads what they collect, classification tooling that

pattern-matches for identifiable formats like credit card numbers, and a manual

process for fulfilling data subject requests as they arrived.

That model has three structural weaknesses.

Personal data has outgrown the definitions the tooling was built around. GDPR

defines personal data as anything that could reasonably be linked to a person, directly

or indirectly, which includes device identifiers, behavioral signals, location history, and

inferred attributes, not only names and email addresses. Pattern-matching tools can

locate a credit card number. They cannot determine whose data it is or what else

connects to it.

Data no longer resides where anyone expects. It spans cloud, SaaS, on-prem, and

increasingly AI pipelines, chat logs, vector databases, and copilot training sets. A

survey-based inventory is out of date the moment a new data source is introduced,

which now happens continuously.

AI systems introduce a category of exposure traditional privacy tooling was not
built to see. When personal data enters an LLM for fine-tuning, feeds a RAG pipeline,

or surfaces in a copilot's context window, it retains every GDPR obligation that applied

to it originally. Most organizations cannot yet say with confidence which of their AI

systems are processing regulated personal data.

What Regulators Are Actually Penalizing
The enforcement record is specific, and it points to where organizations should focus.
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Five of the ten largest GDPR fines to date stem from noncompliance with general

processing principles, not from headline breaches. Insufficient legal basis for

processing remains the single largest category of enforcement. Cross-border transfer

violations still produce the largest individual penalties (Meta's €1.2 billion, TikTok's €530

million), but the bulk of enforcement activity, including cases against mid-market and

small organizations, involves the less visible failures: incomplete records of processing

activity, consent flows that make refusal harder than acceptance, DPIAs that were never

conducted, and security measures misaligned with the sensitivity of the data involved.

Each of these is, at its root, a data visibility problem. An organization cannot maintain an

accurate RoPA, defend a legal basis, complete a DPIA, or demonstrate that a

cross-border transfer is lawful without first knowing what personal data it holds, where it

resides, and to whom it belongs. Every enforcement category traces back to the same

underlying gap.

Where BigID Fits: One Platform, Every Requirement
BigID is built on a different foundation than the tools designed for GDPR's first decade.

Rather than scanning for patterns, it applies AI-powered classification, 1,000+

out-of-the-box classifiers with 97%+ accuracy, multilingual and double-byte character

support, and patented identity correlation to map personal data back to the individual

it belongs to, by context and relationship, not field labels alone. Discovery runs

automatically across hundreds of sources: cloud (AWS, GCP, Azure, Snowflake,

Databricks), SaaS (Salesforce, Workday, ServiceNow, SAP), collaboration platforms

(M365, Slack, Teams, Google Workspace), development environments (GitHub, GitLab,

Jira), and on-prem or legacy systems (DB2, Hadoop, mainframe). From there, BigID

dynamically maps data by legal entity or business asset, so the map remains accurate

as the organization changes.

From that foundation, BigID automates the components of GDPR compliance that
have historically consumed the most time and carried the most risk:
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Data subject rights, end to end. Intake, identity verification, discovery, and fulfillment

for access, deletion, correction, and portability requests, across 100+ regulations

including GDPR, CPRA, and LGPD. Custom data subject profiles group individuals by

category to streamline consent, retention, and RoPA operations at scale, with a full

audit trail and verifiable, safe erasure.

Records of processing that stay current. BigID maps data flows from collection

through disposition, capturing where data enters, how it moves internally, and where it

exits, to produce a RoPA that reflects actual processing activity rather than a document

updated once a quarter from memory.

Privacy and AI impact assessments in a single workflow. Data-driven PIAs and DPIAs

powered by discovered data rather than survey responses, with out-of-the-box

templates and AI-assisted drafting to support the DPO's review. The same assessment

framework addresses both privacy risk and AI risk, so a new model deployment does

not require a separate review process.

Cross-border transfers and data sovereignty, mapped and monitored. BigID assigns

residency to data sources and individual records, monitors and alerts on cross-border

transfers and third-party sharing against out-of-the-box policies, and flags transfers

into jurisdictions with restrictive or conflicting requirements before they become

violations, distinguishing data residency (where data physically sits) from data

sovereignty (whose laws govern it).

Cookies and consent, unified. Universal consent management serves as a single

source of truth across web and mobile, with automated opt-out enforcement,

including opt-out from automated decision-making specifically. Cookie and tracker

management spans multiple domains, languages, and regions, with self-service

banner configuration.

Vendor and third-party risk, discovered rather than self-reported. BigID identifies

vendors automatically through website cookies, trackers, and pixels, and scans code

for third-party API calls, feeding a live vendor risk register rather than a spreadsheet

reconciled at renewal.
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A regulatory risk register and compliance dashboard reflecting current state.
Organizations track the regulations and frameworks relevant to their business, with

custom controls, inherent and residual risk scoring, and native Jira/ServiceNow

ticketing. A dedicated compliance dashboard monitors performance against those

controls, surfaces policy violations, and allows remediation to be delegated to data

owners under RBAC constraints, with centralized tracking through closure.

Visibility into where personal data feeds AI. BigID detects when sensitive data flows

to external LLMs, internal copilots, or training pipelines, and extends access

governance, fine-grained control over files, data lakes, and warehouses including

SharePoint, S3, Snowflake, and Databricks, to both human and AI/model access.

Over-permissioned or open access is flagged and can be automatically revoked

based on data sensitivity.

Data retention and deletion at scale. Automated identification of duplicate, stale, and

redundant data, with scheduled deletion or archiving, verification against legal hold

and referential integrity requirements, and disposition tied to consent status rather

than a calendar date alone.

An executive view built for accountability. A configurable privacy executive

dashboard tracks KPIs, benchmarks performance against prior periods, and gives

leadership a reportable view of program health rather than a status update assembled

under deadline.

The common architecture behind all of this: BigID treats privacy and security as a

single discipline built on one index of personal data, rather than separate functions that

happen to touch the same records. Data subject rights, RoPA, DPIAs, consent,

cross-border monitoring, access governance, and AI oversight all draw from the same

source of truth. That is a materially different approach than assembling a DSPM tool, a

separate privacy tool, and a spreadsheet to reconcile the gap between them, which

remains standard practice at most enterprises.

Independent analysis backs this up. Forrester named BigID a Leader in The Forrester

Wave: Privacy Management Software, Q4 2025, and gave BigID its top possible score in

the categories that map most directly to GDPR execution: personal data discovery,

personal data classification, dynamic privacy risk assessment, regulatory change

management, breach response and notification, reporting, and third-party risk

management. BigID also earned top marks across every dimension of strategy

Forrester evaluates, innovation, roadmap, partner ecosystem, adoption, and pricing

flexibility. Forrester's report describes BigID's native data controls, including for datasets
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that feed AI systems, as “unmatched.”

BigID is the ideal partner for companies that want to shift privacy
operations from manual oversight to intelligent, scalable
execution with accurate data visibility and strong data controls.

— The Forrester Wave™: Privacy Management Software, Q4 2025

Top marks, independently scored:

Personal data discovery • Personal data classification • Dynamic privacy risk
assessment • Regulatory change management • Breach response and notification •
Reporting • Third-party risk management • Innovation • Roadmap • Partner
ecosystem • Adoption • Pricing flexibility

Source: The Forrester Wave™: Privacy Management Software, Q4 2025

The Rules Are Being Rewritten While You're Trying to
Follow Them
GDPR itself is under amendment for the first time since it took effect, and the outcome

is not yet settled.

In November 2025, the European Commission proposed the Digital Omnibus, the most

significant set of GDPR amendments since the regulation's adoption. None of it is law

yet. It remains before Parliament and the Council. But the direction of the proposal

matters, because several provisions would change the structure of compliance itself:

The definition of personal data may narrow. The proposal would grant the

Commission authority to determine, by implementing act, what no longer qualifies as

personal data. The EDPB and EDPS challenged this directly in their February 2026 joint

opinion, stating it exceeds a technical amendment and risks conflicting with

established case law. Regardless of the outcome, it confirms that the scope of

“personal data” is not fixed.
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DPIA requirements are being standardized. A single EU-wide list of processing

activities requiring a DPIA would replace the current 27 national lists, alongside one

common EDPB template. Organizations with DPIAs built around a specific member

state's rules would need to revisit them.

Smaller entities may receive RoPA relief. Proposed exemption thresholds based on

employee count and processing risk would apply the RoPA obligation differently

depending on organizational size and structure, rather than uniformly.

Breach notification, DPO scope, and data subject rights workflows are also under
review. Detail here is less settled than in the other three areas at this stage.

None of this is final. Adoption could occur in mid-to-late 2026, or later if Parliament and

Council positions diverge, and privacy advocates including noyb are contesting

provisions they argue would narrow data subject rights.

The uncertainty itself is the operative fact for compliance planning. A program built

around the current text of the regulation is vulnerable the moment that text changes. A

program built around continuous, accurate knowledge of what personal data an

organization holds, where it resides, and to whom it belongs remains sound regardless

of which version of the DPIA thresholds or RoPA exemptions is in force. The facts about

the data do not change based on which regulation is referencing them, which is

precisely why data visibility, not documentation built to a single rule set, is the more

durable foundation.

What BigID Actually Covers, Mapped to the Regulation

Art. 5
Data minimization & accuracy. Automated discovery of duplicate, stale, and
redundant data, with scheduled deletion, archiving, and disposition
workflows across structured and unstructured sources, verified against
legal hold and referential integrity before removal.

Art. 6/7
Lawful basis & consent. Universal consent management as a single source
of truth across web and mobile, automated opt-out enforcement including
opt-out from automated decision-making, and cookie/tracker
management across multiple domains, languages, and regions.
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Art. 9
Special category data. Contextual classification that identifies sensitive
categories, health, biometric, religious, and similar data, even without an
explicit field label.

Art. 15–20
Data subject rights. End-to-end DSR automation: patented correlation of
personal data to the data subject, customizable fulfillment workflows,
verifiable erasure, and vendor notification, at enterprise scale.

Art. 21/22
Right to object & automated decision-making. Consent workflows support
opt-out from automated decision-making specifically, and preference
portals allow individuals to manage AI-related data use directly.

Art. 25
Data protection by design. Access governance across files, data lakes, and
warehouses, with detection and remediation of over-permissioned or open
access, extended to both human and AI/model access.

Art. 27/28
Vendor & processor oversight. Automated vendor discovery via cookies,
trackers, and pixels, and code scanning for third-party API calls, feeding a
live vendor risk register.

Art. 30
Records of Processing Activity. Self-updating RoPA generation from data
flow mapping, collection points, internal movement, and disposition.

Art. 32
Security of processing. Access governance and risk-based remediation
delegated to data owners under RBAC constraints, with native
Jira/ServiceNow ticketing for tracking closure.

Art. 33/34
Breach notification. A regulatory risk register with inherent and residual risk
tracking, so breach scope, what data, whose data, where, can be
established immediately rather than reconstructed under a 72-hour
notification window.

Art. 35
DPIA. Data-driven risk assessments powered by discovered data rather than
survey input, with out-of-the-box templates and AI-assisted drafting,
covering both privacy and AI risk within one workflow.
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Art. 37/39
DPO obligations. Executive dashboarding with configurable KPIs, risk trend
tracking, and benchmarking, providing the DPO with reportable evidence
rather than assembled status updates.

Art. 44–49
International transfers. Residency and sovereignty tagging at the source
and individual-record level, automated monitoring and alerting on
cross-border transfers and third-party sharing, with remediation options,
localize, delete, block, or tokenize, before a transfer becomes a violation.

What This Delivers
Beyond fine avoidance, a privacy program built on continuous data visibility rather than

survey-based inventories provides three capabilities that regulators, and increasingly

boards, expect to see:

Answer “what data do we hold on this individual” in hours, not weeks. The index

already exists, so the answer doesn't require a fresh search each time.

Produce evidence on demand. A current RoPA, a completed DPIA, a consent record,

or a cross-border transfer log, rather than reconstructing it under deadline pressure

when a regulator inquires.

Extend the same rigor to AI systems, and adapt as the Digital Omnibus resolves.
None of it requires standing up a second compliance program, because the

underlying data visibility doesn't depend on where the data ends up or which version

of the rules currently applies.

That is the distinction between a privacy program that reads well in a board deck and

one that holds up under regulatory scrutiny.

GDPR's core requirement has never been complicated to state, even if it has

proven difficult to operationalize: organizations must know what personal data

they hold, whose it is, and where it resides. Eight years into enforcement, that

requirement has not gotten easier. AI introduced a second, faster-moving
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version of the same challenge, and the regulation intended to settle the

question is itself now being revised.

The organizations managing this well are not distinguished by the size of their

compliance teams. They are distinguished by having solved the data visibility

problem once, and building data rights, RoPA, DPIAs, consent, cross-border

transfers, and AI governance on top of it. Independent analysis reaches the

same conclusion: Forrester's Q4 2025 evaluation places BigID as a Leader, with

top scores across the exact capabilities this paper has walked through as the

foundation GDPR compliance now demands.

BigID is built to be that foundation.
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6 Dimensions of AI Risk & Control

CUSTOMER VALIDATION

Proof in Action
ANALYST RECOGNITION

Validated by Industry Leaders

•	 2025 Company of the Year for AI Governance - 

Frost & Sullivan

•	 Named a Leader across all DSPM research 

including Omdia DSPM Universe, CB Insights for 

DSPM, TAG, GigaOm, Frost & Sullivan 

•	 Named a Leader in all Privacy Management evals 

including Forrester Privacy Management Wave & 

IDC Privacy Compliance MarketScape 

•	 BigID named a Leader across 4 GigaOm evals: 

DSPM, Data Security Platforms, Unstructured Data 

Management, Data Access Governance

•	 Named in Gartner’s 2025 DLP Market Guide

•	 Named in Gartner’s 2025 AI TRiSM Market Guide

•	 Represented 30+ times in Gartner’s 2025 Hype 

Cycles for Security, Privacy, AISPM

Ranked #1 in Data Classification by Intuit

“BigID gives me better visibility into sensitive data, 

helps prioritize security protections, reduces 

attack surfaces, strengthens compliance, and 

increases operational efficiency overall — a 

strategic pillar of our AI-First Cybersecurity 

Transformation”

- CISO, Global Healthcare Company

“We needed to automate processes and data

management across systems for the data of a 

few million customers across a lot of systems and 

data. BigID was the one solution that did this in 

the most efficient and sophisticated way - and 

had more use cases we could add on moving 

forward.”

- Chief Privacy Officer, Global Telecoms Company

FREE RISK ASSESSMENT

Discover Your Data & AI Risk

An agentless, cloud‑native assessment to enable 

security, privacy, and compliance: pinpoint where 

sensitive data and AI risks live - and how to fix them.

What You Get:

•	 Complementary 2 week engagement on real 

data to gain visibility on risk across data and AI

•	 Executive‑ready report identifying high-risk 

data and AI across cloud environments with 

next‑step recommendations

NEXT STEPS

Ready to Connect the Dots in Data & AI?

Schedule your free risk assessment or ask for 

a deeper demo across DSPM, DLP, AI SPM, 

Privacy Automation, AI Risk, and Data Lifecycle 

Management

www.bigid.com/demo

www.bigid.com/risk-assessment

info@bigid.com


